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Golden Rules

• Engage experts early

• Delegate; Don’t abdicate

• Prioritise together

• Technology is a force multiplier

• Change is always happening

• Continuous improvement is business 
critical



Tools: Good, bad, and ugly

• Computers are everywhere

• Smart Phones

• Tablets

• TVs

• Cars (Apple Car Play, Android Auto)

• Watches

• Mouthguards!







How does IT change at 
scale?

• Micro (<10 people)

• Small (10 – 49 people)

• Around 15 people

• Around 30 people

• Medium (50 – 249 people)

• Over 50 people

• Over 150 people

• Large (>250 people)



First Steps: 
Cyber Essentials



What would happen if you 
never updated again?





How to spot an attack

Phishing

Ransomware





How to spot an attack

Phishing

Ransomware





How to react

1. Acknowledge you’re about to 
have a Bad Day®

2. Pull out your “Oh <expletive of 
choice>” file

3. Be systematic, calm, and try to 
process the emotions in a 
productive manner



Story Time



Consequences

• Unplanned Outage

• Customer service & delivery issues

• Reporting to ICO

• Reputational damage

• Customer trust damage

• Costs
• Lost opportunities

• Distraction

• Unplanned IT equipment

• Lost productivity



Investment
(Sorry, there’s no magic formula)
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IT is about:

Enabling productivity

Ensuring security

Protecting Business continuity



Enabling productivity

• Check your IT subscriptions

• Upgrades & new apps?

• Double paying somewhere?

• Are there any repetitive 
processes/procedures that could be 
automated?

• Is the set up still suitable for how things 
are done today?

• Can Template files be used (instead of 
copy & save as)?



Ensuring security

• Review how you manage shared 
passwords

• Use a Password Manager

• Use Multifactor Authentication (MFA / 
2FA)

• Check out Cyber Essentials

• Updates & patches

• Least privilege

• Perimeter security

• Modern antivirus



Protecting Business 
continuity

• 3-2-1 Backup

• 3 copies 

• (Working, Backup, + Offsite Backup)

• 2 different media

• 1 off-site

• Do a test restore on a routine schedule

• Write an “oh <insert favourite swear word>” 
bullet point list

• A.k.a. a “Disaster Recovery Plan”
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Blankety Blank

1. MFA stands for multi BLANK authentication. (Factor)

2. A BLANK attack is when someone is tricked into entering their username and password on a fake website. (Phishing)

3. Malware is a portmanteau of BLANK and software. (Malicious)

4. John Edwards is the current head of the Information BLANK Office in the UK. (Commissioners)

5. Later this month Microsoft Windows turns BLANK years old. (37)

6. A BLANK is used to secure the perimeter of a network. (Firewall)

7. An ethical hacker is also sometimes known as a BLANK hat hacker. (White)

8. Attackers use programmes that try password after password in BLANK force attacks. (Brute)

9. A good password should be at least BLANK characters long. (12)

10. Botnet is a portmanteau of robot and BLANK. (Network)

11. It’s very important to apply BLANKS in a timely manner to keep your systems secure. (Updates)

12. If you get hit by ransomware the only way out of it is to restore from BLANK. (Backups)

13. It is widely thought that an attacker has normally had access to a system for BLANK days before they execute their main attack. 
(279)

14. It is possible to rent ransomware-as-a-service on the BLANK web. (Dark)

15. Edward Snowden used to work for the BLANK in America. (NSA)

16. If you experience a data breech you may need to disclose it to the BLANK. (ICO)

17. You should BLANK pay the ransom if you get hit by ransomware. (Never)

18. DDOS stands for BLANK denial of service, and uses a botnet to launch an attack. (Distributed)

19. The Cyber Essentials Readiness tool costs BLANK to download. (Nothing)

20. Like Onions, and Ogres, the best Cyber Security has BLANKS. (Layers)


